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CYBER CRIMES: A CRITICAL EXAMINATION

In the epoch of digital transformation, Cyber Crimes have burgeoned into a global

menace, challenging not only the limits of technology but also the very integrity of legal
systems. Despite the enactment of the Information Technology Act, 2000 (IT Act) and its
subsequent amendments, India's legal edifice remains woefully inadequate in combating
the intricate and evolving landscape of cyber offenses. The Indian judiciary, ensnared by
procedural complexities and interpretative ambiguities, often finds itself unable to render
justice in cases of cyber crime, as in iudicio (in judgment) these cases frequently collapse

under the weight of technological obfuscation and legal gaps.

SCOPE OF THE LEGAL FRAMEWORK: A FOUNDATION OF WEAKNESS

The IT Act, 2000, India's initial foray into digital regulation, was intended to address a

burgeoning wave of cyber crimes. Through provisions such as Section 66 (hacking),
Section 66C (identity theft), and Section 67 (cyberstalking), the Act sought to criminalize
digital misconduct. However, as the lex scripta (written law) itself fails to evolve in tandem
with technological advancements, its enactio (enactment) has become inadequate in
counteracting the ever-advancing modalities of cyber crimes. This deficiency becomes
even more pronounced when juxtaposed with emerging threats such as artificial
intelligence-driven attacks, cryptocurrency frauds, and deepfake technologies, which the
IT Act neither anticipates nor directly addresses. The legal framework, though ambitious,
has not kept pace with mutatio temporis (the changing times), and as such, has left
several crucial aspects of cyber criminality unregulated. In particular, cyber frauds
involving cryptocurrency transactions or crimes facilitated via blockchain technology are
currently ultra vires (beyond the powers) of the prevailing laws, leaving judicial authorities

in a quandary when such cases come before them.

THE JUDICIARY’S STRUGGLES : A COURT OF INACTION

Despite the existence of legal instruments, the Indian judiciary often finds itself impotent

in securing convictions in cyber crime cases. A number of in iudicium (in court) dilemmas
arise, primarily stemming from insufficient digital evidence, jurisdictional ambiguities, and

the anonymity that the internet provides to offenders.
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1. Digital Evidence: A Fragile and Fleeting Resource. The pursuit of justice in

cyber crime cases necessitates the collection of electronic evidence — an inherently
fragile and ephemeral (short-lived) entity. The principles of tempus fugit (time flies) and
nunc pro tunc (now for then) are particularly salient here, as the immediacy with which
digital evidence can be erased or obfuscated often results in the loss of crucial elements
that could have been pivotal in securing a conviction. Cyber criminals, often equipped with
the means to encrypt, conceal, or alter data, are adept at circumventing forensic scrutiny.
Moreover, the digital forensics required to trace, retrieve, and authenticate this evidence
remains a highly specialized domain, and the exigencies of tertium quid (third-party
interference) complicate matters further, as law enforcement agencies lack both the

expertise and resources to conduct thorough investigations.

2. Jurisdictional Quandaries. The transnational nature of cyber crime

exacerbates the problem of jurisdiction. In cases where cyber criminals operate across
borders, often exploiting the interconnectedness of the global digital infrastructure, the
question arises: which legal system has the authority to adjudicate the matter? Forum non
conveniens (an inconvenient forum) becomes the rule rather than the exception, with
perpetrators often escaping prosecution by virtue of jurisdictional inefficacies. The Mutual
Legal Assistance Treaties (MLATs) that exist to facilitate cross-border cooperation in
criminal matters are often rendered impotent by bureaucratic delays, differing legal
standards, and incompatible digital frameworks between countries. This leaves the courts
Jurisdictio (without jurisdiction) to pursue many cyber criminals who operate under the veil

of international anonymity.

3. Anonymity (A Veil of Impunity). The anonymity inherent in digital environments,

afforded by tools such as VPNSs, Tor, and cryptocurrencies, is a primary vehicle for cyber
criminals to shield themselves from detection. In delicto flagrante (caught in the act), these
offenders often engage in activities that are indistinguishable from the legitimate actions
of ordinary internet users. The adoption of sophisticated anonymizing technologies makes
it increasingly difficult to trace the actus reus (guilty act) back to the individual responsible,
thereby complicating efforts to build a nexum (link) between the crime and the criminal.

The opacitas (opacity) of the digital realm ensures that even when investigations yield

‘-"@ 2|Page

i

@Lt(.‘ o



Office Address ® +91 - 9650839112
E-25/A, Hauz Khas, aN As’ support@avcservices.in
New Delhi - 110 016 3\\\; K ConsuLTincy SERVIGES @&, www.avcservices.in

some evidence, the challenge of identifying perpetrators remains a monumental task for

law enforcement.

4. The Burden of Proving Intent. In cyber crime cases, establishing mens rea

(guilty mind) is a particularly daunting task. In many instances, cyber crimes are
committed through automated systems or botnets, where human intent is obfuscated or
diluted. For instance, in cases involving distributed denial-of-service (DDoS) attacks, the
criminal may not directly interact with the victim's system but instead manipulate a network
of compromised devices. The actus reus is apparent, but the mens rea becomes elusive.
The defence may argue that the accused had no clear intention of causing harm, thus

undermining the prosecution’s case.

5. Gaps in Legal Provisions (An Imperfect Shield). The legal architecture

established by the IT Act, 2000 is undeniably flawed. The deficient scope of the Act fails
to comprehensively cover newer forms of digital offenses, particularly those related to Al
cryptocurrency, and deepfakes. Such technologies, which are poised to revolutionize both
lawful and unlawful activities, remain largely unaddressed by the current legislative
framework. Furthermore, the vagueness of existing legal provisions means that crimes
such as cyberbullying, revenge porn, and data breaches often lack the necessary

statutory clarity, resulting in unequal justice.

In particular, the lacunae in addressing emerging crimes necessitate a rapid reformatio
legis (reformation of the law). The judiciary’s failure to update interpretations in
accordance with these new threats further compounds the challenge, leading to injustice

and impunity for many cyber criminals.

Understanding Cyber Crime and the Legal Framework

Cybercrime refers to illegal activities that are perpetrated through digital networks or
computers. In India, the Information Technology Act, 2000 (IT Act), supplemented by
provisions of the Indian Penal Code (IPC) / Bhartiya Nyaya Sanhita (BNS), governs
offenses of this nature. The following are some of the most common cybercrimes :

. Hacking (Section 66 of the IT Act)

. Identity Theft (Section 66C of the IT Act)
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. Phishing and Online Fraud (Sections 66D of the IT Act and Section 420 of the
IPC / 318(4) of BNS)

. Cyber Stalking and Harassment (Sections 67 and 67A of the IT Act)

. Data Breach and Unauthorized Access (Section 43 of the IT Act)

The gravity of these crimes, along with their classification as either bailable or non-

bailable offenses, significantly influences the likelihood of bail being granted.

Bail in Cyber Crime Cases: A Legal Perspective

The decision to grant bail in cybercrime cases is governed by several factors:

. Nature of the Offence: Crimes under the IT Act vary in severity, influencing
whether bail is automatically granted or subject to judicial discretion.

o Bailable Offenses: Minor infractions, such as sending offensive messages
(Section 66A), typically permit bail as a matter of right.

o Non-Bailable Offenses: More serious crimes, such as publishing explicit content
(Section 67A), require judicial discretion in granting bail.

Relevant sections of the Criminal Procedure Code (CrPC) govern bail in such cases:

. Section 436 of the CrPC / Section 478 of BNSS : Deals with bail for bailable
offenses.

. Section 437 of the CrPC / Section 480 of BNSS: Governs bail for non-bailable
offenses.

. Section 439 of the CrPC / Section 483 of BNSS: Empowers Sessions and High

Courts to grant bail in serious cases, including cybercrimes.

Factors Influencing Court Decisions on Bail

When determining whether to grant bail, courts carefully consider a variety of factors:

1. Severity of the Crime: Courts assess the seriousness of the offense, considering
the financial, social, and psychological harm caused to victims.

2. Evidence and Status of Investigation: The strength of the evidence and the
stage of the investigation play a pivotal role in bail decisions.

3. Risk of Evidence Tampering: If there is a likelihood that the accused could
destroy or manipulate digital evidence, courts may deny bail to prevent obstruction of

justice.
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4. Likelihood of Absconding: The accused’s personal and financial stability, as well

as any history of absconding, are factors that help the court assess the risk of flight.

5. Protection of the Victim: In cases of cyber harassment or stalking, the safety and
well-being of the victim are a significant consideration.

6. Health, Age or Gender: Courts may take a more lenient approach toward

vulnerable individuals, such as minors, the elderly, or those with serious health conditions.

Challenges in Cyber Crime Bail Cases

Several challenges complicate bail decisions in cybercrime cases:

1. Complexity of Digital Evidence: The technical nature of digital evidence,
including encryption, cross-border data storage, and privacy concerns, can make the
investigation difficult and slow.

2. Rapidly Evolving Technology: Laws struggle to keep pace with the rapid
evolution of technology, resulting in legal uncertainties and ambiguities.

3. Risk of Recidivism: The possibility of repeat offenses by individuals involved in
cybercrime makes bail decisions more complex, as the courts must balance the risks of
reoffending with the presumption of innocence.

4. Jurisdictional Issues: Cybercrimes often span multiple jurisdictions, making
investigation and prosecution more challenging. This also complicates the decision to

grant bail, especially when international cooperation is needed.

Landmark Case Laws on Bail in Cyber Crime Cases

Several key rulings have shaped the approach to bail in cybercrime cases:

. Shreya Singhal v. Union of India (2015) : The Supreme Court struck down
Section 66A of the IT Act, emphasizing the protection of individual liberty in cases involving
online expression and the internet.

. Ankush Jain v. State of Maharashtra (2021) : In a case of financial cyber fraud,
the Bombay High Court denied bail, recognizing the extensive harm caused to the victims
and the need for stringent judicial oversight.

. Arnesh Kumar v. State of Bihar (2014): While not directly addressing cybercrime,
this case set an important precedent on the need for justifiable arrests, influencing bail

decisions in cybercrime matters.
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Steps to File a Bail Application in Cyber Crime Cases

Filing a bail application in cybercrime cases involves several steps :

1. Identify the Appropriate Jurisdiction: The bail application should be filed with
the relevant Magistrate, Sessions Court, or High Court, depending on the severity of the
offense.

2. Draft the Bail Application: The application must include comprehensive details
about the case, the accused’s background, and legal arguments supporting the request
for bail.

3. Present the Application in Court: Both the prosecution and defence present their
respective arguments, addressing evidence, risks, and legal precedents.

4. Court’s Decision: The court may grant or deny bail, often imposing conditions
such as the surrender of the accused’s passport, regular attendance at hearings, or

restrictions on accessing digital devices.

Conclusion

As the protection of citizens in the digital age becomes an increasingly urgent necessity,
the current lex scripta (written law) remains an inadequate shield against the threats
posed by cyber criminals. The judgment in many cyber crime cases is hampered by the
insufficiency of evidence, anonymity, and the ever-expanding jurisdictional challenges that
impede the swift administration of justice. Moreover, the failure of international
cooperation and the lack of clear procedural guidelines for digital forensics further erode

the efficacy of the current framework.

Bail decisions in cybercrime cases require a delicate balance between safeguarding
individual liberty and ensuring justice for the victims. Courts must consider the severity of
the crime, the integrity of the evidence, and the public interest in their determinations. As
cybercrimes continue to proliferate, it is crucial for the legal framework to evolve in tandem
with technological advancements. Courts, with their expertise and sensitivity to both the
law and human rights, will remain at the forefront of this ongoing battle against digital

offenses.
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